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(57) Abstract: Method of providing and 
billing Internet services, wherein a user may 
select among a plurality of service profiles, 
comprising the steps of: - assigning a service 
telephone number to each of said service 
profiles, such that each service profile is 
uniquely identified by its service telephone 
number, - when the user selects and logs 
on to one of said service profiles, checking 
whether the user has subscribed for being 
billed on a user telephone number through a 
telephone network operator, and, if this is the 
case, allowing access to the selected service 
profile, - when access is allowed, creating a 
call detail record including the user telephone 
number as calling number and the service 
telephone number of the selected service 
profile as called number, and - transmitting 
the call detail record to a billing system of 
said telephone network operator. 
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METHOD AND SYSTEM FOR PROVIDING AND BILLING INTERNET SERV- 
ICES 

BACKGROUND OF THE INVENTION 

5 

The invention relates to a method and system for providing and billing Internet 
services, wherein a user may select among a plurality of service profiles. 

The service profiles offered by Internet Service Providers (ISPs) may differ from 
10 one another in various aspects. These aspects include for example the upstream 
and downstream line rate at which the service provider will allow the user to 
transmit and receive data at the IP layer, the way he treats each IP packet in the 
context of an online session (QoS - Quality of Service, Firewall functionality, ac- 
cess rights to certain contents, access rights to certain applications or web-serv- 
15 ices, right to join a VPN (Virtual Private Network) or a corporate intranet) and 
the way the ISP treats personal data of the user (privacy-level), the way and ex- 
tent the ISP exposes the personal data and the identity of the user to third par- 
ties (anonymity level), and the way the user wants to pay (selected payment 
partner and method, prepaid, postpaid, by spending loyalty points, postpaid 
20 with ceiling, advertising subsidised or not, or a combination of these). 

At present, a user subscribes to a specific service profile offered by a specific 
ISP, and he will then be billed for this service profile, for example on the basis of 
connection time or on a flat rate basis. The costs will of course depend on the 
25 features included in the service profile to which the user has subscribed. If the 
user wants to change to another service profile having different features, he will 
have to subscribe to the new service profile, and he will then be billed for this 
profile. 

30 This limits the flexibility with which the user may adapt his service profile to 
varying demands and/or financial resources. If the user subscribes to a plural- 
ity of service profiles at a time, a different user ID will be assigned for each serv- 
ice profile, and the user will receive separate bills for each user ID. llais billing 
system incurs high administrative costs on behalf of the service provider and 

35 lacks transparency from the view point of the user. 

The known system is not suitable for frequent changes of the user profile. Even 
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if it may be possible today to use the same User-ID while connecting to multiple 
services, it is still inconvenient for the user to have to re-authenticate to a new 
service profile in order to simply change to a better QoS for example (and to dis- 
connect from the previous profile in order to avoid being charged for it in paral- 

5 lei). Today, ISPs are often using flatrate billing because they have been unable to 
find and implement a customer accepted, well understood billing method for 
data services. This severely limits their ability to offer differentiated services and 
therefore severely limits their options to reach profitability. This is especially 
true for the UMTS service providers, who have taken on high cost which will 

10 hardly be recoverable with a flatrate service for internet access. 

In the European patent application 01 107 141, the applicant has proposed a 
method of providing Internet sendees, which,- within the framework of a multi- 
functional prepaid system, penmits the user to change the service profile within 
15 a running session. Thus, the session will be subdivided into a plurality of sub- 
sessions to which different service profiles apply, and the rate with which the 
prepaid account of the user is charged will depend on the selected service pro- 
file. 

20 SI TMMARY O F THE INVENTION 

It is an object of the invention to provide a method and system for providing and 
billing Internet services, which is efficient and easy to implement on behalf of 
the Internet Service Provider and in which the billing system is comprehensive 
25 and transparent for the user. 

According to the invention, this object is achieved by a method comprising the 
steps of: 

assigning a service telephone number to each of said service profiles, such 
30 that each service profile is uniquely identified by its service telephone number, 

when a user selects and logs on to one of said service profiles, checking 
whether the user has subscribed for being billed on a user telephone number 
through a telephone network operator, and, if this is the case, allowing access to 
the selected service profile, 
35 - when access is allowed, creating a call detail record including the user tele- 
phone number as calling number and the service telephone number of the se- 
lected service profile as called number, and 
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transmitting the call detail record to a billing system of said telephone net- 
work operator. 

The existing telephone networks are very mature ubiquitous networks with a 
5 very easy to learn and user friendly user interface which everyone understands, 
and they provide a well accepted way of billing with a monthly consolidated and 
itemised bill from a trusted supplier. Most people trust their telephone provider 
in terms of how he treats his personal data, takes care of privacy issues etc. The 
hardware and software implementations available in today's telephone networks 
10 provide the possibility to offer special value-added services, e.g. information 
services of various kinds, to which the user can get access through the tele- 
phone network by dialling a service telephone number that is specifically as- 
signed to this service, such as, in Germany for example, a number starting with 
"0190 ..." or so-called online service numbers starting with 019x (with x= 1,2,3,4) 
15 in Germany or in near future numbers starting with 0900 for value added serv- 
ices (in all countries). The user will then be charged for this service, e.g. on the 
basis of connection time, on his monthly telephone bill. Certain embodiments 
also meet the German law which forces telecommunications service providers to 
honor customer requested monthly payment ceilings. 

20 

This billing system utilises the billing functionality of the telephone network, 
which involves the creation of a Call Detail Record (CDR) for each telephone call 
that is being established. The CDR is a data record that is largely standardised 
and, accordingly, is portable among different telephone networks, and that in- 

25 eludes at least a calling number (i.e. the telephone number of the user) and a 
called number (i.e. the service number of the information service to which the 
user gets access). Typically, the CDR also includes time information permitting 
the user to be billed per connection time. This time information may for example 
include a time stamp indicating the time at which the connection was estab- 

30 lished, and another time stamp indicating the time at which the connection was 
terminated, or one these both time stamps in combination with the duration of 
the connection. The billing functionality within the telephone network includes 
one or more data bases permitting to identify the user and the address of the 
billed party (either the user, or a sponsor in case of 0800 numbers, or both in 

35 case of split-charge numbers). The billing functionality includes a rating mecha- 
nism, which determines the charges based on information found in the CDR, 
such as time of day, day of week, duration of the call, and tarif related data en- 
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tered by the network operator and held in the billing databases such as the tarif 
per unit (e.g. second or minute) for the specific services, and potential discounts 
applicable to certain users. 

5 According to the invention, this technology, which is existing already for the 
purpose of billing telephone services, is made available for billing Internet serv- 
ices as well, including billing for value added internet services such as content 
based billing or QoS billing or split charges and called party pays (0800 calls for 
sponsored access to certain contents such as e-business web-sites). It should be 

10 noted that Internet services in the context of this application are not limited to. 
services that provide access to the Internet, but also value added (or value re- 
duced) Internet services on top of plain Internet access services or independently 
of plain Internet access services by establishing a logical access service via tun- 
neling mechanisms such as the standard IPsec, L2TP or PPTP tunneling mecha- 

15 nisms. Examples of value added Internet sorvice profiles are: metered access to 
premium content such as viewing a sport event "live", metered access to web- 
services, metered access to application service providers, (metered) temporary 
access to a certain private intranet (VPN - Virtual Private Network), metered 
temporary access with higher than standard QoS (Quality of Service), metered 

20 access with gaining loyalty points in a loyalty system, metered access in ex- 
change for spending loyalty points. Examples of reduced value internet services . 
are: advertising break interrupted Internet service, Internet service with adver- 
tising insertion in the form of Pop Up-windows or forced ISPspecific http-frames 
in the browser display, access with a lower QoS than the standard QoS. 

25 

According to the invention, a user who subscribes to the services of an Internet 
Service Provider doesn't have to subscribe to a specific service profile, but he 
simply has to indicate his telephone network operator and his telephone number 
and to agree that he will be billed over the telephone bill of the telephone net- 

30 work operator. The user may then flexibly change the default setting for the 
service profile that is provisioned for him when he logs on to an Internet session 
(a Default Start Profile), and he may even change the service profile during the 
session and also change his start profile according to his personal preferences. 
The expenses incurred for the various service profiles will all appear on a single 

35 bill, e.g. a monthly bill, together with expenses for other telephone services. On 
this bill, the service profiles that have been used are identified by their service 
telephone numbers which are indicated on the telephone bill, together with 
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other useful information such as log-on times, connection times (durations), 
charge rates and the like. It will be understood that this system is not limited to 
a specific payment mode but may be used in various modes such as prepaid, 
postpaid, postpaid with ceiling, and the like. In any case, even in the prepaid 

5 mode, the telephone bill wiD help the user to keep track of his expenses for 
Internet services. It will also enable the user and the network operator to mini- 
mize the risk of misuse and fraud by user requested payment ceilings for tele- 
phone billed IP Services or by networks operator set ceilings for fraud preven- 
tion, that may be implemented in certain embodiments that include a multi- 

10 functional prepaid logic according to applicants curopean patent application 01 
107 141. 

An Item (value added IP Service) is predefined by the service provider and consti- 
tutes an IP Service Profile that may be applied for a certain time duration to a 

1 5 user's access-session. A part-session is defined as that part (duration) of an ac- 
cess session which is associated with a single item (service profile). In most 
cases, the price of an item is measured in time units - such as per second or per 
minute. So the service provider will advertise the item including a pricetag per 
second or per minute (this advertisement may also use vanity numbers). Alter- 

20 natively, the pricetag may be measured in a more complicated way, such as per 

volume of data transmitted or also. location based, or. as a combination of. time, .-, . 
volume and location elements. An important feature of the invention is, that the 
item is identified by a telephone number (i.e. the name of the item is a numeric 
value according to the standard E.164 numbering plan or in any case in a for- 

25 mat that is understood by the telephone network). 

More specific embodiments of the invention are indicated in the dependent 
claims. 

30 A system for providing Internet services, to which the invention is applicable, 
typically comprises a user data base storing a user ID and other user informa- 
tion such as a password etc. for each subscriber, authentication means for 
checking the authentication and authorisation of a user who is logging on, and a 
network element which is called Network Service Switch (NSS), forming the sub- 

35 scriber edge of the IP network and having the function to provision and enforce 
Internet services on a per-subscriber basis. 
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The present invention may be implemented in such a system by including one or 
multiple of the following three key innovations: 

a) The NSS creates telephony type CDRs at the time of temination of a part- 
5 session with a certain service profile, which can be processed by a legacy tele- 
phone network operator billing system without requiring major modifications of 
the billing system, as the service profile used during the past part session is be- 
ing identified by a telephone number. As this very much resembles the current 
process of creating CDRs at the time of termination of a voice call, it is very 

10 straightforward for existing billing systems - in fact probably requires no soft- 
ware modification at all at the side of the legacy billing system. 

b) A session manager application which will be called Internet Service Control- 
ler hereinafter creates telephony type CDRs when terminating a part-session or 

15 when receiving a notification that the online-session has been terminated (such, 
as via a RADIUS Accounting Stop message). Usually, either a) or b) applies to a 
specific user, but in some instances a combination of a) and b) may be deployed 
for different users and even for the same user, for example when billing is done 
with multiple payment sources, such as billing some services in realtime via loy r 

20 alty points and other services in non-realtime for postpaid customers via the 
- telephone bill. 

c) A method and system that allows a user to signal a service profile change 
request to the Internet Service Controller simply by calling the telephone num- 

25 ber that uniquely identifies the requested value added IP Service, or by entering 
the telephone number identifying the selected service over a previously estab- 
lished communications channel to the Internet Service Controller. The innova- 
tion c) may be present in combination with either a) or b) or with both a) and b) 
or with neither a) and b) in case that the billing is done in the telephony network 

30 based purely on the CDRs created within the telephony network for the "voice- 
call" that signals the service profile change request. 

The system variations possible according to the above definition may be com- 
bined with a multifunctional prepaid logic according to the applicants above 
35 mentioned European patent application 01 107 141, in order to provide realtime 
prepaid and realtime postpaid billing capabilities when required, with the spe- 
cific detail that the name of the service profile may of course be a telephone 
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number as it is an alphanumeric name, and a telephone number may be inter- 
preted as the name of a service profile. A multifunctional prepaid system of this 
type may also be used for example for the enforcement of payment ceilings in re- 
altime, for the spending or gaining of loyalty points, or for realtime billing (pre- 
5 paid and postpaid) with or without electronic bill presentment and payment 
(EBPP). 

In one embodiment, the telephone network is used also for selecting or changing 
the service profile. Since each service profile is uniquely identified by a service 
10 telephone number, this can be achieved most easily by dialling the telephone 
number assigned to the desired service profile. 

In those embodiments where the service profile selection via some form of user 
to network signalling will be done via a web-based Content and Policy Selection 
15 Portal, the Internet Service Controller will be combined with the Content and 
Policy Selection Portal and basically performs the actual change of the service 
profile by interfacing to the NSS. 

In those embodiments where the user-to-network signalling will be done via the 
20 telephone network, the receiver of the signalling will be an Internet Service Con- 
troller (ISC) which resides either inside the telephone signalling network or at 
the edge of the telephone network like a PBX does. The following are variations 
depending on the location of the ISC and also depending on whether the ISC re- 
lies on the authentication done inside the telephone network (explicit authenti- 
25 cation) or whether he has to authenticate the user by himself (explicit authenti- 
cation). Independent of the variation, the ISC will invoke the requested service 
profile by sending a message to the Network Service Switch (NSS) at the edge of 
the IP network of the service provider, which is providing the IP service to the re- 
questing user, and request the NSS to change the service profile of the user im- 
30 mediately. Accounting and billing may be done using a time-stamped record 
(termed "Call Detail Record" in the context of this invention) created by the NSS 
or by the ISC, or using a time-stamped Call Detail Record created in the tele- 
phone network. 

35 In one embodiment, the procedure for selecting or changing the service profile is 
achieved by an established short call which is received by the Internet Service 
Controller which will instruct the Network Service Switch to provision the new 
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service profile. In another embodiment, this procedure is achieved by a non-es- 
tablished call which utilises only the signalling functionality of the telephone 
network. In this case, the Internet Service Controller communicates with a Sig- 
nalling Transfer Point (STP) or a Signalling End Point (SEP) in the telephone net- 

5 work, and the call of the user is rejected already at the level of STP or SEP with- 
out a call connection being established. However, the STP sends a message in- 
cluding the dialled number to the Internet Service Controller (ISC), thereby in- 
forming the ISC that the user has selected the service profile associated with the 
dialled number. In order to avoid confusion of the user whose selection call is 

10 rejected, the call rejection may be accompanied by an automatically generated 
voice message advising the user that his Service Profile Change Request has 
been received and will be processed (or has been successfully processed). 

In both embodiments, the telephone network will have to handle a large number 

15 of profile selection calls which have only a very short duration of (e.g. one sec- 
ond) or are not even established at all (so called unsuccessfull call attempt, 
which however may generate a meaningful announcemont to the user), whereas, 
in normal voice traffic, the average call hold time (duration of the call) is signifi- 
cantly larger. As a result, a large number of profile selection calls will tend to re- 

20 duce the average call hold time in the telephone network and to cause a dispro- 
portional increase in the signalling traffic relative to the voice carrier- traffic. On 
the other hand, existing telephone networks have originally been designed for 
handling voice traffic with an average call hold time of at most several minutes, 
(very often 3 minutes) but are now increasingly used for providing user access to 

25 the Internet Network Service Switches. This Internet traffic, on the contrary, is 
characterized by very long call hold times, often in the order of an hour or more, 
with the result that the capabilities of the signalling network are not fully ex- 
ploited today, especially not during the peak evening hours of residential Inter- 
net usage, where also the signalling traffic for service profile change requests is 

30 expected to peak. Thus, if the telephone network is used for both Internet access 
and for the service profile selection according to the invention, then the two ef- 
fects on the average call hold time discussed above tend to cancel each other 
and, accordingly, the invention has the advantage that a reasonable balance be- 
tween the carrier part and the signalling part of the telephone network can be 

35 re-established, and otherwise idle signalling resources can be profitably ex- 
ploited by the telephone network operator. In the event, that signalling traffic 
would surge beyond capacity, potential signalling system bottlenecks can be 
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avoided by placing STPs (such as the "Broadband STF* product of Nortel Net- 
works) close to the existing Class 5 Switches, where the signalling traffic origi- 
nates, and use the scenario/embodiment where already an unsuccessful] call 
attempt is sufficient to change a service profile. 

5 

The invention is not only applicable to wireline telephone networks but also to 
wireless telephone networks and is particularly attractive in connection with ad- 
vanced wireless networks such as GPRS or UMTS which allow profile selection 
calls over the voice channel and also Internet access over the data channel of a 
10 single terminal device. 



BRIEF DESCRI PTI ON QFTHg DRAWINGS 

15 

Preferred embodiments of the invention will now be described in conjunction 
with the drawings, in which: 



Fig. 1 is a block diagram of a system for providing and billing 

20 Internet services in accordance with the invention; 

Fig. 2 an example, of a call detail record; 

Fig. 3 an example of a bill for telephone and Internet services; 

25 and 



Figs. 4 to 8 block diagrams illustrating modified embodiments of the 
invention. 

30 DESCRIPTION OF PREFERRED EMBODIMENTS 

As is shown in Figure 1, a user 10 has an Internet terminal, e. g. a personal 
computer 12, a telephone 14 connected to a telephone network PSTN (Public 
Switched Telephone Network), and a mailbox 16 for receiving printed telephone 
35 bills by mail or e-mail. 

The user 10 accesses the Internet via his personal computer 12 and a Network 
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Service Switch 18 (NSS) that is operated by an Internet Service Provider. The 
NSS 18 determines the contents to which the user 10 has access. These con- 
tents may include the totality or a restricted selection of contents 20 that are ac- 
cessible over the Internet, including contents hosted by content providers. Appli- 
5 cation Service Providers (ASP), streaming providers, web-services providers, con- 
tents accessible only for VPN members, and the like. 

The service provider has a database called Personal User Database 22 and at 
least one application called Internet Service Controller (ISC). 24. as well as. at. 
10 least one server application 26 for authentication purposes (such as a RADIUS 
or LDAP server used for authentication). These components implement the com- 
plete services logic describing the Internet users (subscribers), as has been ex- 
plained in detail in the European patent application 01 107 141. 

15 The service provider further provides a website 28 called "Content and Policy Se- 
lection Portal", which can be visited by the user at any time during the session 
and permits the user to change his service profile within the session. In this 
case, the service selection (item ordering) is done with a web-based user inter- 
face, where the selected item is being uniquely identified by one or multiple 

20 names, of which one is a telephone number. 

The telephone network PSTN, to which the telephone 14 of the user is con- 
nected, has been represented in Figure 1 by its three main logical function 
blocks: a signalling system 30 which handles the end to end signalling traffic 

25 originated from users, including the switching and control functions as found in 
the traditional voice switches and modern soft switches and call controllers in 
VoIP based telephone networks, a (voice) bearer transport system 32 which pro- 
vides the bearer channels for voice traffic (and possibly data traffic) over the tele- 
phone network, including the transmission facilities and the peripheral elements 

30 of traditional switches terminating TOM based bearer channels or mediagate- 
ways in voice over packet technology based telephone networks, and a billing 
.. system 34 which is originally designed for automatic accounting and billing of 
the telephone services provided by the operator of the PSTN. Hie components of 
the telephone network are known as such and will therefore not be described in 

35 detail. 

When the user 10 subscribes to the services of the Internet Service Provider, he 
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agrees that the Internet services will be billed over the telephone bill that is cre- 
ated by the billing system 34 of the PSTN, and he indicates a user telephone 
number, i.e. the number, under which his telephone 14 is accessible over the 
PSTN and/or for which he is billed by the operator of the PSTO. This user tele- 
5 phone number is stored in the Personal User Database 22, optionally together 
with a user ID, and optionally also one or multiple tokens such as a password 
for authentication purposes and other relevant user information. 

When the user 10 accesses the Internet service,, he will logically connect. to the 
10 Network Service Switch (NSS) 18 and receive his IP-service connectivity from the 
NSS. The access network connecting the personal computer 12 to the NSS 18 
may be the same PSTN to which the telephone 14 is connected, but may as well 
be another telephone network or even an IP based access network. The NSS 18 
will via the known RADIUS protocol communicate with the RADIUS server 26 to 
15 authenticate the user. The RADIUS server 26 looks up the user record in the da- 
tabase 12, and if it finds the user, the password matches, and the user record 
also includes a valid user telephone number for billing purposes, the RADIUS 
server will send a positive authentication to the NSS 18 and authorize the user 
with either a default start profile or a personalized start profile if a preferred 
20 start profile had been previously selected by the user (and thus stored in the 
peisorial user database). The RADIUS server will modify the user record in the 
database to indicate that this user is currently an active user. 

The Network Service Switch 18 is capable of provisioning and enforcing, for this 
25 user, one of a plurality of service profiles which may differ from one another in 
the Quality of Service, the contents to which access is allowed, the privacy pol- 
icy, and the like, and also in the tariff of charges. Each of these service profiles 
is identified by a unique service telephone number, and the telephone number of 
the service profile that is currently valid for the user is stored in the user record 
30 in the database 22. At the beginning of the access session, the user will be 
authorised with a default start profile or a personalized start profile according to 
the user preferences, or the profile last selected in the previous session. 

At the beginning of the access session, a message is sent to the Internet Service 
35 Controller (ISC) 24, and this message causes the ISC 24 to create a Call Detail 
Record (CDR) 36 which has essentially the format shown in Figure 2. As an al- 
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ternative, the CDR may. be created by the NSS 18. 

To create the CDR, the user telephone number that has been stored for the user 
10 in the database 22 is entered in a field 36 "calling number" of the CDR 36. 
5 The service telephone number identifying the current service profile for this user 
is entered in a field 38 "called number". The connect time at which the user has 
logged on to the service profile is stored in a "connect time stamp" 40. 

- The user 10 may now visit various Internet sites to view the contents 20, to 
10 download information, etc., in accordance with the specifications of the service 
profile. 

The Network Service Switch 18 allows to change the service profile during a ses- 
sion, i.e. without requiring the user to disconnect from the Internet and then to 
15 reconnect with a different service profile. When the user wishes to change the 
service profile, he visits the "Content and Policy Selection Portal" 28 shown in 
Figure 1. This website advises the user of the features of the available service 
profiles and of the respective tariffs and permits the user to select a new profile. 

20 When the user has selected another profile, this is signalled to the database 22, 
and the service telephone number stored in the user record is replaced by the 
service telephone number of the new profile. Optionally, a re-authentication may 
be performed by the RADIUS server 26. The fact that the service profile has been 
changed is also signalled to the ISC 24 which thereupon completes the previ- 

25 ously created Call Detail Record 36 by storing the time at which the profile has 
been changed in a "disconnect time stamp" 44. Simultaneously, a new CDR will 
be created for the new service profile. 

The CDR 36 that has just been completed is transmitted from the Internet Serv- 
30 ice Controller 24 to the billing system 34 of the PSTN, optionally via a mediation 
unit 46 which adapts the format of the CDR to the format used by the billing 
system 34, if necessary. 



35 



When the user 10 changes the service profile once again or disconnects from the 
Internet, the second CDR is completed and transmitted to the billing system 34 
in the same manner. 
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The billing system 34 treats the CDRs received from the Internet Service Con- 
troller 24 in the same way as CDRs for telephone calls. More specifically, the 
CDRs created by the ISC 24 are treated like CDRs for telephone calls in which 
the called number is a service number for which a special tariff applies. By refer- 
5 ence to a tariff data base, the billing system 24 calculates the charges for each 
item, i.e. for each part-session in which the user has used a single service pro- 
file. In this way, the billing system 34 creates a printed telephone bill which is 
sent to the user 10, e.g. in monthly intervals. An example of such a telephone 
bill 48 is shown in Figure 3. - - ....... 

10 

The user telephone number 50 is indicated in the header of the bill. The first 
column "called number" of the bill indicates the called numbers, including the 
sendee telephone numbers 52 which each represent a specific service profile. 
The next column "item" includes text explaining the nature of the billed items. 
15 The next three columns indicate the date, time and duration of the telephone 
call and of the Internet part-session, respectively, and the last three columns in- 
dicate the charge rate, the number of billed units and the billed amount, respec- 
tively. 

20 In the example shown, the first item in the bill is a normal long distance tele- 
phone call which is billed on a per-minute basis. The second item is a part-ses- 
sion with a standard Internet service profile identified by the telephone number 
0900/111111. This part session has lasted one hour and one minute, i.e. 3260 
seconds, and is billed on a per-second basis. The session with the standard pro- 

25 file has started on October 3, 2001 at 09.05. As can be seen from the third line 
in the bill, the user has not logged off at the end of this session but has changed 
to a more expensive "premium" profile identified by the telephone number 0900/ 
111112. 

30 Hie fourth item in the bill 48 is an Internet session in which the user has se- 
lected a service profile which provides access to specific contents. This access is 
not billed on a time basis but is globally charged with 2.40 $. 

The fifth item is a part-session with the same service profile as in the third item 
35 (premium), but now the charge rate for this profile is smaller, because the ac- 
cess time fell within a low-traffic period (around midnight). 
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Hie sixth item is a session with telephone number 0800/1112222 and tariff 0, 
indicating that the costs have been taken-over by a retailer A. 

Figure 4 illustrates an embodiment in which the ISC 24 is located within the 
5 network operator's signalling system 30, e. g. an SS7 network, and co-operates 
directly with a Signalling Transfer Point (STP) 54 (a practical example for the 
STP is the "Broadband STP" of Nortel Networks Ltd.). The telephone 14 of the 
user is directly connected to the PSTN. The STP will be configured with call 
screening and will reject calls to the numbers associated with the respective 
10 service profiles (via standard call screening methods). However, it may invoke an 
announcement confirming via a standard voice message that the respective pro- 
file has been ordered - or at least that the signalling (called and calling number) 
will be forwarded to the ISP. 

15 The called and calling number and optionally the timestamp will be extracted 
from the STP via an API (Application Program Interface) and will be forwarded to 
the ISC 24. The ISC will check in the database 22, whether the user who is iden- 
tified by the calling number has previously agreed that he can order items via 
the telephone from this calling number terminal (telephone 14). If yes, the ISC 

20 will determine the associated user name (which may be the calling number or 
another user name) and change the service profile of the user to the service pro- 
file identified by the called number via sending a message to the NSS 18 to re- 
place the current service profile with the new service profile with the name 
"called number". It should be noted that this scenario provides the best scalabil- 

25 ity from a voice network perspective, as the signalling is converted to the IP net- 
work very early in the network and does not have to exit any network. It is 
therefore anticipated that it will be not only the preferred scenario for incumbent 
operators (and potentially mobile operators as well), but also for the longer term 
in the event that a significant portion of the worlds telephone network traffic 

30 may consist of such signalling, perhaps with a yet to be defined signalling inter- 
connection to other network operators at the IP layer, in order to minimise the 
stress on the voice networks through a high number of short calls and unsuc- 
cessful call attempts. 

35 Figure 5 shows an embodiment in which the call of the user 10 is forwarded to a 
Signalling End Point (SEP) 56 in the signalling system 30 of the telephone net- 
work. Hie signalling reaches the Signalling End Point 56 (such as the CSG (CVX 
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SS7 Gateway) of Nortel Networks Ltd.) or a standard voice switch. The Signalling 
End Point may perform call screening directly or via consultation of another 
platform, such as the CPM (CVX Policy Manager) of Nortel Networks, Ltd., before 
accepting or rejecting the call. While rejecting the call, the signalling information 
5 consisting of called and calling number will be forwarded to the ISC 24 to pro- 
ceed as in the previous embodiments. 

Figure 6 shows an embodiment that differs from Figure 5 in that the Signalling 

End Point 56 is a network PSTN2 which is not the same as the network PSTN1 

10 that the user originating the call is attached to. Therefore the signalling has to 
traverse at least one Point of Interconnection (Pol) 58. It may be of particular in- 
terest to use SEPs which are normally the destination of long duration calls 
(such as Nortel's CSG), in order to mix the unsuccessful call attempts with long 
duration calls such as dial-up calls for Internet access. This allows better scal- 

15 ability of the voice network at the point of interconnection. 

As it may not be in line with regulatory or competitive requirements to use the 
voice network for signalling without the intent to setup a call, the network op- 
erator may accept the call - however automatically clear the call after a very 

20 short duration (e.g. after one second). This can be performed by using the Sig- 
nalling End Point 56. The SEP may clear the call after a short duration based on 
a special call screening procedure of his own, or in co-operation with other sys- 
tems connected via signalling protocols such as RADIUS. A RADIUS authentica- 
tion to a RADIUS Server may be started independently whether or not the user 

25 attempts to setup a PPP session. Thus the RADIUS Server receives the signalling 
information (called and calling number) and interacts with the ISC 24, which 
proceeds according to the embodiments described above. 

In Figure 7, the fact that a short call is actually established, is symbolised by in- 
30 eluding the bearer transport system 32 of the telephone network in the signal 
path from the user 10 to the ISC 24. 

Another modification, that has also been illustrated in Figure 7 but may be em- 
ployed in conjunction with the other embodiments as well, relates to the fact 
35 that the equipment of the user 10 consists of a mobile device such as a GSM/ 
GPRS or UMTS phone 60. Thus, the Network Service Switch 18 can. directly be 
a rrP.^ through the GPRS or UMTS data channel of the phone 60, whereas the 
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telephone network is constituted by a separate voice channel of the phone 60. In 
this embodiment, the change of the service profile is particularly easy for the 
user 10, because the numbers of the. favourite service profiles of the user may 
be stored in the telephone directory of the phone 60, and short-dialling keys on 
5 the key pad of the phone 60 may be assigned to these numbers, so that the user 
can send a profile selection call simply by pressing the appropriate button on 
this phone 60. 

Of course, the feature that the profile selection is achieved by an established 
10 short call rather than by a non-established call may also be implemented in the 
case that the telephone network is a wireline PSTN network as in the previous 
embodiments. It is also possible that the profile selection call is passed-on from 
the network (PSTN1) of the incumbent operator to a network (PSTN 2) of an alter- 
nate operator, as in Figure 6. In fact, it is anticipated that, in the absence of a 
15 regulator mandated signalling-only interconnection method, the embodiment 
using established calls is most attractive for alternate operators, as it fully meets 
all known regulatory and contractual obligations from interconnection contracts 
while giving the alternate operator the opportunity to mix short duration calls 
with long duration calls in order to arrive at an acceptable average call hold time 
20 and not to put too much stress onto the voice switches at the points of intercon- 
nection. 

When established calls are used, the authentication may still be implicit in the 
sense that the ISC 24 does not require the user 10 to enter his user name and 

25 password or any other authentication token. It rather relies on the implicit 
authentication via the Calling Line ID, assuming that the originating telephone 
network has authenticated the calling line ID and is able to send a bill to the 
\iser. In countries like Germany, where network operators interconnect to each 
other and where the user can select his interexchange carrier on a call by call 

30 basis, and where the incumbant operator must include billing items into the bill 
he sends to his users, it is also possible that the interexchange carrier is the 
owner of the service numbers that represent the IP Services and that either the 
Interexchange carrier issues the bill himself, or be requests that the items will 
be included into the incumbant's bill, if he does not have a direct contract with 

35 the user, rather the user has dialled the service number owned by the interex- 
change carrier such in future a 0900 premium rate number or currently a 0190 
premium rate number (and also a 0800 freephone number for sponsored access 
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to Internet services such as access to certain e-business content sites). 

However, in the embodiment shown in Figure 7, a short call is set up, and some 
relevant inband communication takes place in order to authenticate the user 

5 through an authentication system 62. This explicit inband communication in 
the voice bearer transport system 32 may be in the form of an LCP procedure 
within the PPP protocol which could result in a username and password-based 
authentication or also in a username and one-time token based authentication, 
or also extended authentication with digital certificates or authentication to- - 

10 kens. Alternatively, the user may be asked to enter a PIN-code for authentica- 
tion. The authentication may also be based on voice recognition of the users 
voice with a certain preregistered keyword. It may also be more advanced (to 
prevent a malicious replay of recorded voice) by a new method where the net- 
work is challenging the user for a random keyword that the user has to repeat. 

15 with his voice spectrum parameters of the user being used to identify the user 
(user recognition via voice and via randomly created voice patterns used for 
authentication over the telephone). Alternatively or in addition, the user may be 
served by an operator who will provide an extra service to the user such as rec- 
ommending the right service profile for a certain application that the user in- 

20 tends to use and invoking the service profile that the user demands. 

Figure 8 illustrates an embodiment in which the CDRs are created in the NSS 
18 which communicates directly with the billing system 34 (optionally through 
the mediation system 46) and with the Content and Policy Selection Portal 28, 
25 so that the ISC 24 (shown in Figure 1) can be omitted. 



30 



35 
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CLAIMS 

1. Method of providing and billing Internet services, wherein a user may select 
among a plurality of service profiles, comprising the steps of: 

5 - assigning a service telephone number to each of said service profiles, such 
that each service profile is uniquely identified by its service telephone number, 

when the user selects and logs on to one of said service profiles, checking 
whether the user has subscribed for being billed on a user telephone number 
" through" a telephone network operator, and, if this is the case, allowing access to 
10 the selected service profile, 

when access is allowed, creating a call detail record including the user tele- 
phone number as calling number and the service telephone number of the se- 
lected service profile as called number, and 

transmitting the call detail record to a billing system of said telephone net- 
15 work operator. 

2. Method according to claim 1, wherein the service profile is selected by the 
user by calling the service telephone number via a telephone network. 

20 3. Method according to claim 2, wherein said telephone network is a wireless 
network. 

4. Method according to claim 2 or 3, wherein the selection of the service pro- 
file is achieved by a non-established call which is rejected in a signalling system 

25 of the telephone network. 

5. Method according to claim 2 or 3, wherein the selection of the service pro- 
file is achieved by an established call forwarded through at least one telephone 
network to an Internet service controller. 

30 

6. Method according to claim 5, wherein said established call is used for 
authentication of the user. 

7. Method according to claim 6, wherein authentication of the user comprises 
35 the steps of challenging the user for a random keyword that the user has to re- 
peat, detecting voice spectrum parameters of the user, when he repeats the key- 
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word, and identifying the user on the basis of said voice spectrum parameters. 

8. System for providing and billing Internet services, comprising: 

5 - on behalf of an Internet Service Provider: 

a network service switch through which a user has access to one of a 
plurality of selectable service profiles, 

10 a database storing user information, and 

monitoring means monitoring access sessions of the user, and 
on behalf of a telephone network operator: 

a billing system for processing call detail records of telephone calls, 

15 

wherein the database is arranged to store a user telephone number for each 
user, and said monitoring means are configured to create call detail records to 
be sent to said billing system, said call detail records including, as calling num- 
ber, the user telephone number and, as called number, a service telephone 
number identifying the selected service profile. 

20 

9. System according to claim 8, wherein said monitoring means are included 
in a signalling system of the telephone network. 

10. System according to claim 8 or 9, wherein said network service switch is 
configured to change the service profile upon a command entered by the user, 
while the user remains connected to the Internet. 

11. System according to claim 10, wherein the monitoring means are config- 
ured to receive said command to change the service profile through the tele- 

30 

phone network and to forward this command to the network service switch. 



35 
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089/1234567 


long dist. call 


02.10.01 


08.34 


1.34 


0.1000$/m 


2 


0.20 


0190/111111 


ISP standard 


03.10.01 


09.05 


01.01.00 


0.0002 $/s 


3260 


0.65 


0190/111112 


ISP premium 


03.10.01 
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0.60 
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